Newport News
Shipbuilding

January 17, 2020

Subject: Critical Cyber Vulnerability Mitigation
Dear Valued Supplier:

Newport News Shipbuilding recently received a notice from the DOD concerning a Microsoft
vulnerability that potentially puts your system at risk for cyber intrusions.

The NSA discovered critical vulnerabilities in Microsoft 10 Window’s operating system in all Windows
10 releases and Windows Server 2016/2019 as well as applications that rely on Windows for trust
functionality. The NSA shared this critical vulnerability with Microsoft who develop patch CVE-2020-
0601 and distributed it worldwide on 14 January 2020.

Because of the critical vulnerability this patch negates, it is of the utmost importance that all members of
the Defense Industrial base install this patch. With cybersecurity being foundational to the success of
Defense Acquisition Systems, we implore you to ensure the patch is installed in your system as soon as
possible and is shared with your supply chain base so they can negate the vulnerability as well.

Please send questions or concerns to NNSSupplierNotification @hii-nns.com.

Bryan Caccavale
Vice President, Supply Chain Management
Newport News Shipbuilding division
Huntington Ingalls Incorporated

A DIVISION OF HUNTINGTON INGALLS INDUSTRIES

4101 Washington Avenue ® Newport News, VA 23607 e Telephone (757) 380-2000 ® www.huntingtoningalls.com

NN 20 (REV 7)
NNPN 3321060



